SIEMENS

SPC4Axxx/5xxx/6xxX
SSL Technical Note

V2.0

15.12.2014

Security Products



Background
Mozilla Firefox

Background

In September 2014, Google announced "The Poodle Attack”, an attack that can
breach the security of SSL3. To combat this potential security breach, Mozilla
Firefox have now released a patch to disable SSL3. Other browsers such as
Google Chrome and Internet Explorer are likely to follow in quick succession. SSL3
is the security certificate implemented in the SPC web server for all firmware
versions.

A  WARNING

Enabling SSL3 for your browser leaves you vulnerable to the security attack
announced by Google. For remote connections, we recommend that you use the
SPC Connect portal interface, https://spcconnect.com, which provides highly
secure SSL certification.
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Workaround 1 - Re-enable SSL3
Mozilla Firefox

Workaround 1 - Re-enable SSL3

SPC firmware uses SSL3. Browsers are starting to disable SSL3 by default. As a
workaround, you must re-enable SSL3.

A WARNING

Enabling SSL3 for your browser leaves you vulnerable to the security attack
announced by Google. For remote connections, we recommend that you use the

SPC Connect portal interface, https://spcconnect.com, which provides highly
secure SSL certification.

The following sections explain how to re-enable SSL3 for:
® Mozilla Firefox

® Internet Explorer

® Google Chrome

A  WARNING

When you enable SSL3 for your browser, you enable it for all sites and not just
the SPC web server.

2.1 Mozilla Firefox

Rather than use individual checkboxes, Firefox now operates over a range of
SSL/TLS protocols. These settings are accessed using the about:config
preferences editor.

® |Lowest Acceptable Protocol: security.tls.version.min (default SSL3.0 = 0)

® Highest Allowed Protocol: security.tls.version.max (default TLS1.0 = 1)
To modify:

1.

In a new tab, type or paste about:config in the address bar and press Enter.
Click the button promising to be careful.

File| Edit View History Bookmarks Tools Help =
@ Mozilla Firefox Start Page % | about:config x \ +
€ Firefox | abouticonfig ¢ | | B~ Google Plis %t 8 & & | =

|21 Most Visited { | Getting Started | Search { | Suggested Sites { | Web Slice Gallery

1 This might void your warranty!

. Changing these advanced settings can be harmful to the stability, security, and performance of this

application. You should only continue if you are sure of what you are doing.
7] Show this warning next time
[:I'II be careful, I promise!
3
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Workaround 1 - Re-enable SSL3
Internet Explorer

2. Inthe Search box above the list, type or paste tls and pause while the list is
filtered.

25 » 0 B aw W

6/70 Firefox | about:config C‘ g Search

Most Visited | | Getting Started | | Search [ | Suggested Sites | Web Slice Gallery

Search: tls

Preference Name » Status Type Value
network.http.spdy.enforce-tls-profile default boolean true
network.proxy.proxy_over_tls default boolean true
security.tls.version.fallback-limit default integer 1

security.tls.version.max default integer 3

security.tls.version.min —default inteqer 1 . -
services.sync.prefs.sync.security.tls.version.max Enter integer value g

services.sync.prefs.sync.security.tls.version.min

0)’ security.tls.version.min

0

[ ok || cancet |

3. To enable SSL3, double-click security.tls.version.min and enter 0. In Mozilla
Firefox, the value 0 enables SSL3.0.

& U Firefox | about:config ¢l

~— =

[8) Most Visited | | Getting Started | | Search { | Suggested Sites { | Web Slice Gallery

Search: tls

Preference Name + Status Type Value
network.http.spdy.enforce-tls-profile default boolean true
network.proxy.proxy_over_tls default boolean true
security.tls.version.fallback-limit default integer 1

security.tls.version.max default integer 3
security.tls.version.min —userset integer 0
services.sync.prefs.sync.security.tls.version.max Enter integer value M

services.sync.prefs.sync.security.tls.version.min

@ security.tls.version.fallback-limit

0

[ ok || conce |

4. Double-click security.tls.version.fallback-limit and enter 0.

NOTICE

For security reasons, please remove these settings when not connecting to an
SPC panel.
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Workaround 1 - Re-enable SSL3
Internet Explorer

2.2

Internet Explorer

1. In Internet Explorer, go to Tools -> Internet Options.

Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection

ActiveX Filtering

Fix connection problems...

Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker »
SmartScreen Filter 4

Manage add-ons
Compatibility View settings

Subscribe to this feed...
Feed discovery »

Windows Update

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

OneNote Linked Notes
iMacros for IE

Send to OneNote

Report website problems

Internet options

Internet Options

2. Click on the Advanced tab and scroll to the bottom of the screen.

3. Place a check mark in the boxes next to: Use SSL3.0
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Workaround 1 - Re-enable SSL3
Google Chrome

Internet Options

(L2 |

| General | security | Privacy | content | Connections | Programs | Advanced I

Settings

4

I

[ Do not save encrypted pages to disk -
[ Empty Temporary Internet Files folder when browser is clc
[¥] Enable DOM Storage

[] Enable Enhanced Protected Mode™*

[¥] Enable Integrated Windows Authentication®

[¥] Enable native XMLHTTP support

[ Enable SmartScreen Filter

[ Enable Strict P3P Validation®

[] send Do Not Track requests to sites you visit in Internet E
o]

V| Use SSL 3.0

[¥] useTLS 1.0

[V] useTLs 1.1

[V] useTLS 1.2 %

L

n | b

Reset Internet Explorer settings

*Takes effect after you restart your computer

Restore advanced settings ]

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

. e
Advanced Options

4. Click Apply.

5. Click OK.

6. Refresh your window by clicking Refresh or by pressing F5.

NOTICE

For security reasons, please remove these settings when not connecting to an
SPC panel.

2.3 Google Chrome

1.

Right click your Chrome's desktop icon.

2. Click Properties.
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Workaround 1 - Re-enable SSL3
Google Chrome

F ot T

Security I Details I Previous Versions
General | Shorteut | Compatibility

Iﬁ Google Chrome

Target type: Application

Target location: Application

Target: rome“Applicationchrome exe” —ssl-version-min=0

Start in: "C:Program Files fx86)"Google’Chrome“Applicati

Shortcut key:  Mone

Run: [Norrnal window - ]
Comment: Access the Intemet
Open File Location ] [ Change lcon ... ] [ Advanced. .. ]
ok ) [Camon ) [ ]

e
3. Atthe end of the target field enter:

4. " --ssl-version-min=0 --ssl-version-fallback-min=ssI3. |f

NOTICE

If " --ssl-version-min=0 does not work, use " --ssl-version-min=ssI3 as this is
determined by the version of your browser.

5. Apply
6. Reboot Chrome completely via the menu or with [ctrl + shift + Q].

NOTICE

For security reasons, we advise that you create a shortcut for Chrome SPC where
you have made these changes. Use this shortcut to connect to the SPC panel
only.

For security reasons, please remove these settings when not connecting to an
SPC panel.
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Workaround 2 - Disable SSL3 on the Panel

3 Workaround 2 - Disable SSL3 on the Panel

To disable SSL3 on the panel, you must use SPC Pro.

& File Options Advanced Help

‘ SIEMENS

Config Mode Toolbar - Offline

[ ranerseringe | I[9]5)[% |
| 52 Ethernet| & Services
E
Network Services
EDP Settings
HTTP Enabled = Check to enable web server
HTTP Port 443 Port web server is listening on
SPC Pro/SPC Safe
[ SSL Enabled 2] Check to enable encrypted web server
;:;) Telnet Enabled B Check to enable telnet server
BM Settings Telnet Port 23 Port telnet server is listening on
2 SNMP Enabled ] Check to enable Simple Network Management Protocol
o SNMP Community public Community ID for SNMP protocol
CEI-ABI
ENMP Enabled &) Check to enable Enhanced Network Management Protocol
‘I i ENMP Port 1287 Port ENMP is listening on
FlexC ENMP Change Password siemens Password for ENMP config changes
# ENMP Update Enabled ] Check to enable network config changes through ENMP
L
Network Settings
INSTALLATION : 33 [33] Language : English

1. In SPC Pro, select the menu Communications — Network Settings.
2. Select the Services tab.

3. To disable SSL, deselect the SSL Enabled checkbox and set the HTTP Port
field to 80.

4. To re-enable SSL, tick the SSL Enabled checkbox and set the HTTP Port field
to 443.
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